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YKA3
NMPE3UAEHTA POCCUUCKOW ®EOEPALINA

Ob YTBEPXXOEHWU NOKTPUHbI
MHO®OPMALIMOHHOU BE3ONMACHOCTU POCCUUCKOU ®EOEPALINA

B uensix obecnevyennsi MHopmaLmMoHHOM 6esonacHocTn Poccuiickon deagepauum NocTaHOBNSALD:

1. YTBepautb npunaraemyto [JoKTpuHy MHdopMaLmnoHHon 6esonacHocTn Poccuiickon depepaumn.

2. TpusHaTb yTpaTtuBwen cuny [OOKTpuHYy WHdOpMaumoHHon 6GesonacHocTu Poccuiickon Pepepaumm,
yTBepxaeHHyto MpeangeHtom Poccuiickon ®enepauum 9 ceHTs6psa 2000 r. N Mp-1895.

3. HacTtosawmi Ykas BcTynaeT B CUNy CO AHA €ro noanncaHus.

Mpe3ngeHT
Poccuiickon depepanmm
B.MYTUH
Mocksa, Kpemrnb
5 nekabpsa 2016 roga
N 646
YTBEpxaeHa

Ykasowm lNpesnageHTa
Poccuiickon depepanmm
oT 5 gekabpsa 2016 r. N 646

ANOKTPUHA UHP®OPMALIMOHHOW BEE3OMNACHOCTU POCCUUCKOWN ®EOEPALIMU
|. Obwme nonoxeHus

1. Hactoswasa [okTpuHa npeactaensdetr cobonm cuctemy oduumanbHbiX B3rMsgoB Ha obecneyeHne
HauunoHanbHon 6e3onacHocTn Poccuiickon ®enepauumn B MHGPOpPMaLMOHHON cdepe.

B HacTosilwen [JokTpuHe noa nHdopMaLmMOoHHON cdheport MOHMMAETCs COBOKYMHOCTb MHApopMmaLun, 06 bekToB
WHpopmaTmMsaLumm, WHMPOPMALMNOHHBIX CUCTEM, CalTOB B WHEHOPMALMOHHO-TENEKOMMYHUKALUMOHHON CETU
"UnTtepHeT" (ganee - ceTb "MIHTEpHET"), ceTen CBS3M, MHPOPMALIMOHHBIX TEXHOMOMMN, CYOBHEKTOB, AEATENbHOCTb
KOTOpbIX CBsidaHa C (bopmupoBaHveM M 06paboTkon MHopMaLun, pasBUTUEM U UCMONb30BaHMEM Ha3BaHHbIX
TexHomnornni, obecneyeHvem MHQOpPMaLMOHHOM 6e3onacHOCTM, a TaKKe COBOKYMHOCTb  MeXaHUM3MOB
perynnpoBaHns COOTBETCTBYIOLLMX OOLLECTBEHHbLIX OTHOLLIEHWN.

2. B HacToswen JOKTpUHE MCNONb3YHTCA CreayoLme OCHOBHbIE MOHATUSA:

a) HaumoHanbHble MHTepeckl Poccunckon ®egepauum B MHpOpMaLnoOHHOM cdepe (ganee - HauMoHanbHble
MHTEpecbl B WHMOPMAUMOHHON cdepe) - OOBLEKTMBHO 3HayMMble MOTPEOHOCTM NWMYHOCTM, obwiecTBa U
rocygapctea B obecrnedeHMn UMX 3alWMLEHHOCTM W YCTOMYMBOIO pasBUTMA B YacTu, Kacarwowencs
MHdOpPMaLNOHHON chepsbl;

6) yrposa mHdopmaunoHHon 6esonacHocTn Poccuickon denepaumnn (ganee - nHopmalmoHHas yrposa) -
COBOKYMHOCTb AEWCTBUMA N (PakTOpOB, CO3AALLMX OMACHOCTb HaHeCceHus yuiepba HauMoHanbHbIM MHTEpPEcam B
MHdOpMaLNOHHON cdepe;

B) MHpopmauunoHHasa 6esonacHocTb Poccunckon depepaummn (ganee - nHgopmMaumoHHas 6e3onacHocTb) -
COCTOSIHME 3aLLMLLEHHOCTU NIMYHOCTK, obLecTBa U rocyaapcTBa OT BHYTPEHHMX M BHELIHMX MHEOPMAaLUMOHHbIX
yrpo3, Npu KOTOPOM OOEecneyvMBaloTCs peanu3aumst KOHCTUTYLIMOHHBIX MpaB M cBOOOA YernoBeka W rpakgaHuHa,
OOCTOMHbIE KAQ4YeCTBO U YPOBEHb XU3HW TPaXdaH, CyBEPEHUTET, TeppuTopuanbHasa LEenoCTHOCTb M YCTONYMBOE
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coumarnbHO-3KOHOMUYeckoe pa3sutue Poccuiickon ®epepaummn, obopoHa 1 6e3onacHOCTb rocyaapcTea;

r) obecneveHne uHpoOpmaLmoHHOW 6e3onacHOCTM - OCyLeCcTBieHMe B3avMOYBA3aHHbIX MPaBOBbIX,
OpraHn3aLnOHHbIX, onepaTUBHO-Pa3bICKHbIX, pa3BefblBaTENbHbIX, KOHTppasBebiBaTeNbHbIX,
Hay4YHO-TEXHUYECKNX, WUH(OPMALMOHHO-aHANUTUYECKUX, KALPOBbLIX, SKOHOMMYECKMX W WHbIX Mep Mo
MPOrHO3MPOBaHMNIO, OOHAPYXXEHWIO, COEPXMBaHWIO, NPeOTBPALLEHUIO, OTPAKEHWMIO WHMOPMALMOHHBIX Yrpo3 U
NVKBMAALMN NOCNELACTBUNA UX NPOSIBNEHWS;

4) cunbl obecneyeHnss UWHGOPMAaUMOHHOM 6e30MacHOCTM - rOoCy4apCTBEHHbIE OpraHbl, a Takke
nogpasfeneHuss U [OMKHOCTHbIE fNuua rocyAapCTBEHHbIX OpraHoB, OPraHoOB MECTHOro CamoynpaBfeHns u
opraHu3aumi, ynoriHOMOYEHHbIE HAa peLUeHWe B COOTBETCTBUM C 3akoHodaTenbcTBoM Poccuinckon depepauum
3aady no obecneyeHnto MHOPMaLMOHHON 6e30nacHoCTH;

e) cpeacTea obecneyeHns UHPOPMaLMOHHON 6e30MacHOCTU - NPaBOBblE, OPraHN3aLNOHHbIE, TEXHUYECKUE U
Apyrue cpeacTea, Ucnornb3yemMble cunamm obecneyeHuns UHPOpPMaLMoHHON 6e3onacHoCTy;

X) cuctema obecneveHnss UHPOPMALMOHHON ©e30MacHOCTU - COBOKYNMHOCTb cunl  obecneveHus
NMHOPMaLMOHHON 6Ee30MacHOCTU, OCYLLECTBSIOLNX CKOOPAMHUPOBAHHYIO U CNIaHWPOBAaHHY AEATENbHOCTb, U
NCnonb3yemblX UMK CpeacTB obecnedeHns nHpopmaLMoHHo 6e30nacHoOCTY;

3) wuHdopmaumoHHas UHdpacTpyktypa Poccuinckon ®egepaummn  (ganee - UMHGOPMAaLMOHHas
NMHPACTPYKTypa) - COBOKYMHOCTb OOBEKTOB MWHOpMaTU3aumn, WHPOPMALMOHHBLIX CUCTEM, CalWTOB B CETU
"UHTepHeT" 1 ceTen CBA3W, pacnonoXeHHbIX Ha TeppuTopumn Poccuiickon ®egepaumu, a Takke Ha TeppuTopusix,
HaxogAwWmnxes nog ropucankumen Poccuiickon degepaumm Mnm UCMNOMb3YEMbIX HA OCHOBaHMU MeXOYyHapOAHbIX
porosopoB Poccuickon ®epepauun.

3. B HacTosilen [JOKTpYHE Ha OCHOBE aHanu3a OCHOBHbIX MH(OPMALUMOHHbLIX YrPO3 M OLEHKM COCTOSHUS
nHdOpMaLMOHHON 6e30MacHOCTU onpeferneHbl CTpaTernyeckme LenvM M OCHOBHblE HanpaBneHust obecneveHus
MHGOPMALMOHHOM  ©e30MacHOCTM € y4eTOM  CTpaTernyeckux HauuoHamnbHbIX npuoputeToB  Poccumnckon
depepanmu.

4. T[lpaBoByld oOCHOBY HacTtoswen [okTpuHbl coctaenaioT KoHctutyums Poccunckon deaepaunu,
obLenpu3HaHHble MPUHUMNBLI M HOPMbl MEXOyHapOAHOro npasa, MexayHapodHble AoroBopbl Poccuickon
depepaumnmn, degepanbHble KOHCTUTYLIMOHHbIE 3aKOHbI, hedeparnbHble 3aKOHbl, a Takke HOpMaTMBHbIE NPaBOBbIE
akTbl [Npe3nageHTa Poccunckon ®enepaumm n MNpasutensctea Poccuiickon ®epepaumu.

5. Hactosiwas [okTpuHa SBMNsIETCS AOKYMEHTOM CTpaTerndeckoro nraHupoBaHuss B cdepe obecneveHus
HauuoHanbHon 6Ge3onacHocTn Poccuiickon deagepaumn, B KOTOPOM pas3BMBalOTCs nonoxeHus Crparterun
HauunoHanbHon ©Ge3onacHocTn Poccunckon Pepepauun, yTBepkaeHHon Ykaszom [lpesvageHta Poccunckom
depepaumm ot 31 pekabpsa 2015 r. N 683, a Takke ApYyrMx LOKYMEHTOB CTpaTErnmyeckoro niaHupoBaHWs B
yKasaHHowm cdhepe.

6. Hacroswaa [JokTprMHa siBnsieTcs OCHOBOW AN hOPMUPOBAHUSA roCyd4apCTBEHHON MOMUTUMKA U pasBUTUS
00LLEeCTBEHHBIX OTHOLLEHU B obnactu obecnedeHns MHopMaLMOHHOM 6e3onacHOCTH, a Takke Ans BblpaboTkM
Mep NO COBEPLLUEHCTBOBAHUIO CUCTEMbI 0becneveHns MHpopmMaLMoHHON 6e3onacHOCTH.

Il. HaumoHanbHble MHTEepeChl B MHpOpMaLNOHHONM cdhepe

7. WHdopmaumnoHHble TexHornormm npuobpenn rnobanbHbil  TpaHCTPaHWYHBIA - XapakTep W cTtanm
HEOTbEMIIEMON 4acTblo BcexX cdep AesATEeNnbHOCTU NMUYHOCTM, obwecTBa M rocygapctea. Ux addekTnBHoe
npMMeHeHve 9BnseTcd (DaKTOPOM YCKOPEHWUs 3KOHOMWMYECKOro pas3BMTUS rocydapctBa v (hOpMUPOBaHUS
MHpopmaLmoHHoro obLecTsa.

MHdopmaumoHHas cdepa wrpaeT BaxHyld pofb B obecnedeHun peanusaumn - cTpaTernyeckmx
HauunoHanbHbIX NpuoputeToB Poccuiickon Pepepaumm.

8. HauunoHanbHbIMM MHTEpEecamun B MHOPMAaLMOHHOW cdhepe SBNSATCA:

a) obecrneyvyeHne n 3almTa KOHCTUTYLUOHHbBIX NMPaB 1 cBoboa YernoBeka v rpaxkgaHnHa B YacTu, KacatoLemncs
MOMy4YeHNss M WCMONb30BaHMSA MHMOPMaUUN, HEMPUKOCHOBEHHOCTM YaCTHOW JKM3HW MNpUM  UCMONb30BaHUN
MH(OPMALIMOHHBIX TEXHOoMormMmnm, obecnevyeHne WMHGPOPMALNOHHON MOOAEPKKA OEMOKPATUYECKUX WHCTUTYTOB,
MEXaHU3MOB B3aMMOAENCTBUS rOCyJapcTBa W rpaXkaaHcKoro obLecTsa, a Takke NpMMeEHeHne MHPOPMAaLIMOHHBIX
TEXHONMOMMA B UWHTEPECAX COXPaHEHWs1 KyNbTYPHbIX, WCTOPUYECKNX W OYXOBHO-HPABCTBEHHBIX LIEHHOCTEN
MHOroHaumoHanbHoro Hapoga Poccuickon ®egepauum;

6) obecneyeHne yctonumeoro n 6ecnepebonHoro yHKLMOHMPOBAHUSA MHPOPMALMOHHOW MHPPACTPYKTYpPbI,
B MNEpBYyld oOYepedb KPUTMYECKOW WHOpMaunoHHon WHpacTpykTypbl Poccuiickon ®epepaumun (oanee -
KpuTnyeckas MHgOpMaLMoHHas MHpacTpyKTypa) U eouHoOW cetu anekTpocssan Poccuiickon Pepepaumu, B
MUPHOE BPEMS, B NEpMO, HEMOCPEACTBEHHOW Yrpo3bl arpeccu U B BOEHHOE BPEMS;

B) pa3sutne B Poccuiickon ®Pepepaumm oTpacnu  MHGOPMALMOHHBLIX TEXHOJNIOMTMA W 3MNEKTPOHHOMW
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NMPOMBILFIEHHOCTU, a Takke COBEpLUEHCTBOBaHWE  AEATENbHOCTM  NPOU3BOACTBEHHbLIX, HAy4HbIX WU
Hay4YHO-TEXHWYECKUX OpraHusaumi no pa3paboTke, MPOM3BOACTBY M 3KchnyaTauum cpeacts obecneveHus
nHopMaLMOHHON B6e3onacHOCTW, oka3aHuo ycryr B obnactu obecneyeHunsi nHopMaLoHHON 6e3onacHoCTu;

r) AoBedeHWe [O POCCUICKOM W  MeXOyHapoOHOW OOLLEeCTBEHHOCTU [OCTOBEPHOM WHopMauum o
rocyaapcTBeHHon nonutuke Poccuinckon depepaumm M ee ouumManbHON No3uUMM MO COLMarnbHO 3HaYUMbIM
coObITUAM B CTpaHe U Mupe, NpUMEHEHNE MHGOPMALIMOHHbBIX TEXHOMOMMI B Liensax obecnevyeHns HalmoHanbHoN
6e3onacHocTn Poccuiickon ®enepaumn B 06rnactv KynbTypbl;

4) cogenctBue  (GOPMMPOBAHMIO  CUCTEMblI  MEXAyHapoOHOW  MHGOPMauMOHHOW  ©e3onacHocTw,
HanpaBsfeHHOW Ha NPOTUBOAENCTBUE YrPO3aM UCMOMb30BaHNA NHADOPMALIMOHHBIX TEXHOMOMMI B LIeNsAX HapyLleHns
cTpaTerMyeckon cTtabunbHOCTW, Ha YKpenneHve paBHOMPABHOrNO CTpaTerndyeckoro napTtHepcTBa B obnactu
MHdopMaUmMOHHOM Ge3onacHoCTM, a Takke Ha 3awuTy cyBepeHuteta Poccuiickon ®epepaumm B
NMHOPMALIMOHHOM MPOCTPaHCTBE.

9. Peanusaums HauMOHarbHbIX WHTEPECOB B WMHAOPMALMOHHOW cdepe HanpasreHa Ha hopMmpoBaHue
GesonacHon cpegbl obopoTa AOCTOBEPHOW WMHOPMaUMM U YCTOMYMBOM K pPasnUYHbIM BMAaM BO3AENCTBUS
NMHOPMALIMOHHON MHPPaCTPYKTYpbl B Lensix obecneyeHusi KOHCTUTYLIMOHHbIX NpaB M cBobop 4enoBeka W
rpaxxgaHuHa, cTabunbHOro coumanbHO-9KOHOMMYECKOTO pa3BUTUSt CTPaHbl, @ Takke HalMoHanbHou 6esonacHocTu
Poccuiickon ®epepavmu.

[1l. OcHOBHbIE NHOPMALIMOHHBIE YTPO3bl U COCTOSTHUE
WHdopmaLmoHHon BesonacHocTH

10. PacwwupeHve obnactenn npuUMeHeHUs WHPOPMAaLMOHHBIX TEXHOMOIMU, SABNSASACH (hakTopom passBuTus
OKOHOMUKM W1 COBepLUeHCTBOBaHUA d)yHKLI,I/IOHI/IpOBaHI/Iﬂ 06LIJ,eCTBeHHbIX N TrocyaapCTtBeHHbIX WHCTUTYTOB,
O[HOBPEMEHHO NopoXaaeT HOBble MHAOPMALIMOHHLIE YIPO3bl.

B0O3MOXHOCTM TpaHCrpaHM4HOro obopoTa MHgopMauun BCE Yalle WCMonb3ylTca Ans LOCTMXKEHMS
reononuTUYecKnX, NPoTMBoOpeYaLmMx MexgyHapogHoMy npaBy BOEHHO-MOMUTUYECKUX, a TaKkke TEPPOPUCTUYECKUX,
AKCTPEMUCTCKMX, KPUMMHAMBHBLIX U WHBIX MPOTUBOMpPAaBHLIX Lenen B yuwepd mexgyHapogHon 6esonacHocTy u
cTpaTern4yeckon cTabunbHOCTH.

Mpn aSTOM npakTMka BHeOpPeHus WMHAPOPMALMOHHBIX TexHomnormn 6e3 yBA3kM C  obecrneyeHnem
MHopMaLMOHHOM 6Ee30NaCHOCTU CYLLIECTBEHHO MOBbLILLAET BEPOSATHOCTb NPOSBNEHNST MHOPMALNOHHBLIX Yrpo3.

11. OOHMM M3 OCHOBHbIX HEraTMBHbIX (PAKTOPOB, BIIMAIOWNX HA COCTOSIHNE MHAOPMALMOHHOM
©e3onacHocTy, sBnsieTcs HapawBaHme psoom 3apyb6exHbIX CTpaH BO3MOXHOCTEN
NHOPMALIMOHHO-TEXHUYECKOTO BO3AENCTBMSA HA MHOPMALIMOHHYH MHAPPACTPYKTYPY B BOEHHbIX LIENAX.

OOHOBPEMEHHO C 3TUM YCWUMNMBAETCs OeATenbHOCTb OpraHum3auun, OCYLLECTBASOWUX TEXHUYECKYHo
pasBedKy B OTHOLUEHUW POCCUNCKUX FOCYAapPCTBEHHbIX OpPraHoB, Hay4YHbIX OpraHuM3auui u npeanpusTui
0BOPOHHO-NPOMBILLNEHHOIO KOMMIEKca.

12. Pacwmpsitotcs macwtabbl MCNONb30BaHWS CrnieumanbHbIMK Cry0ammn oTaenbHbIX rocy4apcTB CPeacTB
OoKasaHWss  MH(OPMAaLMUOHHO-NCMXONOTMYECKOr0  BO3OEWCTBUS,  HampaBfleHHOro  Ha  gecTtabunusauumio
BHYTPUMOMUTUYECKOW W COUMANbHOW CUTyauuuM B pPasfMYHbIX perMoHax mupa v npuBogsAWwEero K noapbiBy
CyBepeHMTETa W HapyLeHWo TeppuTopuanbHOM LEeNoCTHOCTM Apyrux rocygapcts. B aTy geAaTenbHOCTb
BOBMNEKAIOTCA PENUrmosHble, STHUYECKME, MpaBO3allMTHbIE U MHbIE OpraHM3auun, a Takke OTAefbHble rpynnbl
rpakgaH, Npy 3TOM LLUMPOKO UCMOMNb3YTCH BO3SMOXHOCTUM MHPOPMAaLMOHHBIX TEXHOSOMN.

OTmMevaeTca TeHOeHUMs K yBEeNUYEeHW0 B 3apyOexHbiX cpeacTBax MaccoBon wHdopmauun obbema
MaTepuanoB, CoAepXalluMx MpeaB3AaTyl0 OUEHKY rocydapcTBeHHow nonutukm Poccuiickon ®degepaunn.
Poccunckne cpegctBa MaccoBoW  MHOpMauMu  3a4acTylo  nogseprawTcss 3a  pybexxoM  OTKpPOBEHHOM
OUCKPUMUHALIMMW, POCCUNCKMM >XypHaNucTam CO3faroTcs NpensaTCTBMSA AN OCyLLEeCTBNEHUS X NpodeCcCMoHanbHON
OEesaTenbHOCTH.

HapawmBaeTtcs nHopmaumoHHoe Bo3gencTemne Ha HacerneHue Poccun, B MepByto odepedb Ha Monogexb, B
Lensx pasmMbiBaHWUs TPAANLMOHHBIX POCCUNCKMX AYXOBHO-HPABCTBEHHbIX LIEHHOCTEN.

13. PasanuyHble TEppoOpUCTUYECKME WU IKCTPEMMUCTCKME OPraHM3auuun LIMPOKO MCMOMb3YT MEXaHW3MbI
MHOPMALMOHHOIO BO3LAENCTBMS Ha WHAMBUAYANbHOE, TpPynnoBoe W o6LEeCcTBEHHOE CO3HaHWe B Uensx
HarHeTaHUa MeXHauuoHanbHOW W COoUWanbHOW HanpsXXeHHOCTW, pasXUraHus 3THUYECKOW U  pPervrmo3Hown
HEeHaBWCTM NMOO Bpaxabl, Mponarandbl 3KCTPEMUCTCKON MOEOMNOMMK, a Takke NPUBNEYEHNsT K TEPPOPUCTUYECKON
OESATENbHOCTU HOBbIX CTOPOHHMKOB. TakMMu OpraHu3aumsiMM B MPOTMBOMPABHbIX LIENsX akTUBHO CO30aloTcst
cpencTtBa AeCTPYKTUBHOIO BO3OENCTBUSA Ha OOBEKTBI KpUTUYECKON MHAOPMALIMOHHON MHAPACTPYKTYpbI.

14. BospacTaoT Maclwtabbl KOMMLIOTEPHOW NPECTYNHOCTU, NPeXae BCEro B KpeauTHO-OMHAHCOBOW cdepe,
YBEITMYMBAETCS YNCMO MPECTYMNNEHUIN, CBA3AHHBIX C HapyLUeHMEM KOHCTUTYLMOHHbIX MpaB u cBoOOA 4YenoBeka u
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rpaxxgaHuHa, B TOM 4YuCre B 4YacTu, Kacalollenmcs HEeNpPUKOCHOBEHHOCTW YaCTHOWM >KM3HW, NINYHOM M CeMEWHOMN
TavHbl, Npy 06paboTke NEepPCoHarnbHbIX OAHHbIX C UCMOMNb30BaHWEM WHGOPMAaUMOHHBIX TexHonorui. MNpu atom
MeToAbl, CNocobbl U CpeacTBa COBEPLLEHNS TakMX NPECTYNSEHNA CTAaHOBATCA BCE U30LLPEHHEE.

15. CocTosiHMe uHdopMaunoHHon 6e3onacHocTM B ob6nactu OOOPOHbI  CTpaHbl  XapakTepusyeTcs
yBEINIMYEHNEM MacCLITAaboB NPUMEHEHNsI OTAENbHbIMU FOCygapCTBaMuM W OpraHvM3auusiMm  MHOPMaLMOHHbIX
TEXHOIOMMIA B BOEHHO-MOMUTMYECKUX LENsX, B TOM 4uCre ANsi OCYLeCTBMEeHUs OEeWCTBUA, MpOTUBOPEYaLLmX
MeXAyHapo4HOMY MpaBy, HanpaBneHHbIX Ha NOAPbIB CyBEpPeHUTeTa, MONIMTUYECKON U CouMarnbHON cTabunbHoOCTH,
TepputopmanbHoi uenocTtHocTu Poccuiickon ®Pefepaumm M ee  COK3HUKOB W MPeacTaBnsiownx  yrposy
MeXayHapo4HOMY MUpY, rmobanbHON 1 permoHansHo 6e30nacHoOCTy.

16. CocrtosiHMe uHpopmauMoHHOW Ge3onacHocTM B 0OnacT rocygapCTBEHHOM W OOLLECTBEHHOW
6e30MacHOCTM XapakTepusyeTcsl MOCTOSHHBbIM MOBbILLIEHNEM CITOXHOCTW, YBENMWYeHWeM MacliTaboB M pPOCTOM
CKOOPAMHUPOBAHHOCTU KOMMBIOTEPHBIX aTak Ha OOBbEKTbl KPUTUYECKON WHGOPMAaLMOHHON WHAPACTPYKTYpH,
ycuneHnem pasBefbliBaTeNnbHON AeATENbHOCTM UHOCTPaHHbIX FOCYAapCcTB B OTHOWeHun Poccuiickon ®epepaunm,
a TawkKe HapacTaHWem Yrpo3 MpUMEHEHUST WHMOPMALUMOHHBLIX TEXHOMOrMN B LEensX HaHeceHust yuepba
CYBEPEHMUTETY, TEppUTOpUanbHON LIEMOCTHOCTW, MOMUTMYECKOW W coumanbHon cTabunbHocTu Poccuiickon
depnepanmu.

17. CocTtosiHMe uMHopMaunoHHoM ©Ge3onacHOCTM B 3KOHOMWYECKOM cdpepe  xapakTtepusyetcs
He4OCTaTOYHbIM YPOBHEM Pa3BUTUS KOHKYPEHTOCMOCOOHbIX MH(POPMALIMOHHBIX TEXHOMOMMIA U UX UCMONb30BaHUSA
aona npom3soAcTBa NpPOAYKUMUM U OKa3aHUaA YyCnyr. OcTtaeTcs BbICOKMM ypoBE€Hb 3aBUCUMOCTU 0oTevYecTBEHHOW
NPOMBILLITIEHHOCTM OT  3apy0eXHbIX MH(POPMALMOHHBIX TEXHOMOMMA B 4acTW, Kacalolencs 3NeKTPOHHOWN
KOMMOHEHTHON ©as3bl, nporpaMMHOro obecnevyeHus, BbIYUCAIUTENBHOM TEXHWUKM W CPEeAcTB CBA3W, 4TO
obycnoBnvMBaeT  3aBUCUMOCTb  COLMarbHO-3KOHOMUYeckoro  passutua  Poccuiickon  ®Pegepaumm  oOT
reononMTUYECKNX MHTepPecoB 3apyBexHbIX CTpaH.

18. CoctosiHMe uHdopMaLmoHHONn 6e3onacHOCTM B obnactu Hayku, TexHomrmormin u obpasoBaHus
XapakTepusyeTcss HedoCTaTOMHOM 3(PEEKTUBHOCTBIO HayuYHbIX WCCreqoBaHWW, HanpaefeHHbIX Ha co3gaHue
NepcrneKkTUBHbLIX UHEOPMALMOHHBIX TEXHOMOMMA, HU3KUM YPOBHEM BHEAPEHUS OTeYECTBEHHbIX pas3paboTok u
HeOCTaTOYHbIM KagpoBbiM obecneveHveM B obnactm MHAOPMAaUMOHHON 6e30MacHOCTU, a Takke HU3KOW
OCBEOMJIEHHOCTBIO paxaaH B Borpocax obecneveHus nuMyHon MHGopMauMoHHoW 6e3onacHocTh. [pu aTom
MeponpusaTMa no obecrneyeHnto 6e30nacHOCTM MHAOPMALMOHHOM MHAPACTPYKTYPbI, BKMOYas ee LEenoCTHOCTb,
OOCTYMHOCTb M YCTOMYMBOE (DYHKUMOHWPOBaHWE, C WCMOMb30BaHMEM OTEYECTBEHHbIX WHEOPMALMOHHBLIX
TEXHOMNOMMA N OTEYECTBEHHON NPOAYKLUMM 3a4aCTy0 HE UMEKT KOMMSIEKCHOM OCHOBBI.

19. CoctosiHne uHdOpMaLMOHHON ©Ge3onacHocTM B obnactu cTpaTernyeckon CrabunbHOCTM U
paBHOMPAaBHOrO CTpaTerMyeckoro mnapTHEpPCTBa XapakTepudyeTcd CTpeMNeHVeM OTAernbHbIX rocyaapcTs
NCMNonb30BaTb TEXHONOMMYECKoe NPEBOCXOACTBO AN AOMUHUPOBaHUS B MHOPMALMOHHOM MPOCTPaHCTBe.

CyulecTBylollee B HacTosilLlee BpeMsi pacnpegerneHne Mexagy cTpaHamu pecypcoB, Heobxogumbix Ond
obecneyeHns 6e3onacHOro M yCTomumBoro pyHKUMOHMpoBaHMA ceTu "UHTepHeT", He NO3BOSSIET peanu3oBaTb
COBMECTHOE cnpaseinBoe, OCHOBaHHOE Ha NMpUHUMNax 4OBepus yrnpaBneHne NMu.

OTcyTCcTBME  MeXOyHapoOHO-MPaBOBbIX HOPM, PErynvpyoWNX MEXrocy4apCTBEHHbIE OTHOLIEHUS B
WMHGOPMALIMOHHOM MPOCTPAHCTBE, @ Takke MEeXaHW3MOB M npoueayp UX NPMMEHEHWS, YYUTbIBaOLWMX Cneunguky
WHPOPMALIMOHHBLIX TEXHOMOMMA, 3aTpygHaeT (OPMUPOBAHNE CUCTEMbI MEXOYHAPOAHOW WMHAOPMAaLMOHHON
©e30nacHOCTU, HanpaBfeHHOM Ha OOCTUXKEHNE CTpaTErmyeckon ctabmunbHOCTM M paBHOMNPABHOIO CTpaTermyeckoro
napTHepcTBa.

IV. CTpaTternyeckue Leny n OCHOBHbIE HanpaBneHus obecneveHus
MHpopMaLMOHHOM Be3onacHOCTU

20. Ctpartermdeckon uenblo obecneyeHns MHPOPMaLMOHHOM 6e3onacHOCTM B 06riacTv OBOPOHbI CTpaHbl
ABNSAETCS 3aLUUTa XKU3HEHHO BaXKHbIX MHTEPECOB JIMYHOCTU, OOLLECTBa M rocygapcTBa OT BHYTPEHHMX M BHELUHWUX
Yyrpo3, CBSI3@aHHbIX C MNPUMEHEHNEM WH(OPMALMOHHBLIX TEXHOMOMMA B  BOEHHO-MOMUTMYECKMX  LENsX,
NPOTUBOPEYALLMX MEXAYHAPOOHOMY MpaBy, B TOM YMCIE B LENSAX OCYLLECTBNEHMS BpaxXaebHbIX JENCTBMI U akTOB
arpeccuuv, HanpasIieHHbIX Ha MOApPbIB CyBEPEHMTETA, HapYyLLEHUE TEPPUTOPUANbHON LENOCTHOCTM rocyaapcTB U
NPeACTaBNSALNX Yrpo3y MEXOYHAPOAHOMY MUPY, 6€30NMacHOCTM 1 CTpaTErMYeckon cTabmnneHOCTN.

21. B cooTBeTCTBUM C BOEHHOM nonutukon Poccunckon ®Pepepauum OCHOBHLIMW  HamnpaBreHUs MU
obecneyeHns nHGHopMaLMOHHON 6e3onacHOCTM B 061acTu 060pOHbI CTPaHbl ABMSKOTCS:

a) cTpaTerM4yeckoe caepXvBaHve u NpefoTBpalLleHne BOEHHbIX KOH(ITUKTOB, KOTOPbIE MOTYT BO3HUKHYTb B
pesyrnbTaTte NPUMEHEHNs1 MHPOPMALMOHHBIX TEXHOMNOMN;

0) coBepLUEHCTBOBaHWE CUCTEMbI oObecneyeHuss WMHGOpMauMoHHoM 6e3onacHocTn BoopyxeHHbix Cwun

KOHcyanaHTI'Imoc www.consultant.ru CtpaHmua 513 9

HageXHas npaBoBasi nogaepxka



Yka3 NpesugeHta P® o1 05.12.2016 N 646
"O6 yTBepxaeHmun JokTpuHbl MHdOpPMaLMOoHHON 6e3onacHocTu Poccuinckon
depepauyumn”

HokymeHT npegocTtaeneH KoHcynbTaHTl 1noc
Oata coxpaHenus: 08.06.2017

Poccunckon ®enepaummn, Apyrux BOWCK, BOMHCKMX (DOPMUPOBAHWMIA U OpraHoB, BKIKOYaKLWen B cebs cunbl U
cpeacTea MHGPOPMAaLMOHHOIO NPOTUBOOOPCTBA;

B) NPOrHO3vMpoBaHWe, OOHapyXXeHWe M OLEeHKa MH(OPMAaLMOHHbLIX Yrpo3, BKIo4Yas yrpo3bl BoopykeHHbIM
Cunam Poccunckon ®enepauym B MHhopMmaLnoHHOW cdepe;

r) cogencTeme obecneveHnto 3alnTbl MHTEPECOB CO3HNKOB Poccuiickon depepauuy B MHPOPMALMOHHON
ccbepe;

0) HeWTpanusauus WHGOOPMAaLMOHHO-NCUXONOMMYECKOTO BO34ENCTBUS, B TOM 4WCNE HanpaBreHHOro Ha
NoApLIB UCTOPUYECKMX OCHOB M NATPUOTUHECKMX TPaaULMIA, CBSI3aHHbIX ¢ 3awwmTon OTevecTsa.

22. Ctpatermyeckmmm Lenamm obecnedeHns MHOOopMaLmoHHon 6esonacHocT B 06nactu rocyaapCcTBEHHOM
n obLiecTBeHHON 6e3onacHOCTU ABNSAIOTCS 3aluuMTa CyBepeHuTeTa, nogaepXKaHue nonmTUYecKol U coumarnbHOw
CcTabunbHOCTU, TeppUTOpUanbHOR LenocTtHocTM Poccuiickon ®enepaumn, obecneyeHme OCHOBHLIX NpaB 1 cBo6og
YyenoBeka 1 rpaxkgaHuHa, a Takke 3almTa KpUT4eckon MHpopMaLnoHHOM MHAPaCTPYKTYpPbI.

23. OcCHOBHbIMM  HanpaeneHusiMn  obecneyeHnss UMHGPOPMALMOHHOM  Ge3onacHocTM B obrnacTtu
rocyapcTBeHHOM U 0bLecTBEHHOM 6e30MacHOCTU SBMSOTCS:

a) NpoOTMBOAEWNCTBUE WCMOMb30OBaAHUKD MH(OPMAaLMOHHBIX TEXHOMOMMIA Ansi nponaraHgbl 3KCTPEMUCTCKOWN
naeornorun, pacnpocTpaHeHust KceHogobuu, uaen HauuoHamnbHOM UCKMIOYMTENBHOCTM B Lensx nogpbiea
cyBepeHuTeTa, NONUTUYECKON U coumnarnbHOW CTabMNbHOCTU, HACUMbCTBEHHONO W3MEHEHWUs] KOHCTUTYLMOHHOMO
CTPOS, HapyLUEHNs1 TeppUTOpUanbHOM LienocTHocTn Poccunckon ®epepauum;

0) npeceveHne OeAaTenbHOCTN, HaHOCALWEeN yuwepb HaunoHanbHom 6esonacHocTu Poccuiickon denepaumm,
OCYLLIECTBNSIEMON C WUCMOMb30BaHMEM TEXHUYECKUX CPeacTB M MHPOPMAaUMOHHBIX TEXHOMOMMiA crneunanbHbIMM
cnyx6amm 1 opraHn3aLmsMn MHOCTPaHHbIX FOCY4apCTB, a Takke OTAEeNbHbIMU NULamu;

B) MOBbIEHNE 3aLUULLEHHOCTUN KPUTUYECKON WHEOPMALMOHHON MHAPACTPYKTYpbl U YCTOMYMBOCTN ee
(PYHKUMOHNPOBAHUS, pas3BUTUE MeXaHM3MOB OOHapyXeHWst M npeaynpexaeHns MHOPMALMOHHBLIX Yrpo3 U
NVKBMAALMN NOCNEACTBUA MX NPOSIBIEHMS, MOBLILEHNE 3aLLMLLEHHOCTU FrpaXKaaH U TepPPUTOPUIA OT NOCrencTBui
ypesBblYarHbIX CUTyauui, BbI3BaHHbLIX MH(OPMAaLUOHHO-TEXHUYECKMM BO3OENCTBMEM HA OBBEKTbI KPpUTUYECKON
NHGOPMALIMOHHOW MHPPaCTPYKTYpbI;

r) nosbileHne 6Ge3onacHOCTN PYHKLNOHMPOBAHUS OOBEKTOB WMH(OPMALMOHHONM MHAPACTPYKTYPbl, B TOM
yucne B uUensax obecneyeHust YCTOMYMMBOIO B3aMMOLEWCTBMSA TOCYAApPCTBEHHbIX OpraHoB, HeaonyLeHus
WHOCTPAHHOIO KOHTPONS 3a (PYHKLMOHMPOBAHMEM TakMx OOBLEKTOB, obecnevyeHne LUEenoCTHOCTW, YCTOMYMBOCTU
PYHKLMOHNPOBaHUS U 6€30nacHOCTM eQUHON CeTu anekTpoceaan Poccuickon depepaumm, a Takke obecneveHme
©e3onacHoCTU MHGOpMaLuMK, nepegaBaemMoin No Henm n obpabaTbiBaemMon B MHGOPMALMOHHBIX CUCTEMAx Ha
Tepputopumn Poccunckon ®epepauum;

0) noBblweHne 6e3onacHOCTN (OYHKLUMOHUPOBaHUST 06pasLiOoB BOOPYXKEHUS, BOEHHOW W cneuunanbHOW
TEXHWKM 1 aBTOMAaTU3UPOBAHHbIX CUCTEM YMNpaBneHus;

€) noBblweHne 3PEKTUBHOCTM NPOPUNAKTMKA MPaBOHAPYLLUEHUIN, COBEPLUAEMbLIX C MCMONb30BaHMEM
NMHEOPMALIMOHHBIX TEXHOMNOMMI, U MPOTUBOAENCTBUS TaKMM NPaBOHapyLUEHWSAM;

X) obecneyeHne 3awWwmTbl MHOPMaLMN, CoOoEpPXKaLLEN CBEAEHUS, COCTaBMSOWME rOCYAapCTBEHHYHO TalHY,
WHOMN MWHOPMaLMN OrpaHMYEHHOro AOCTyna W pacrnpoCTpaHeHus, B TOM 4uCrne 3a CYeT MOBbILEHUs
3aLLNLLEHHOCTN COOTBETCTBYHOLLMX MHPOPMAaLMOHHBIX TEXHOMOMI;

3) COBepLUEHCTBOBaHWE METOAOB WM CrnocoboB npom3BoacTBa M 6e30nacHOro MpuUMEHeHus npoayKumu,
OKasaHWsi yCcrnyr Ha OCHOBE WH(OPMALMOHHBIX TEXHOSOMMIA C WUCMOMb30BaHMEM OTEYECTBEHHbIX pa3paboTok,
yOO0BNETBOPSAOLWNX TpeboBaHNAM MHOPMaLMOHHON Be3onacHoCTy;

1) nosblweHne 3PPEKTUBHOCTN NHOPMALIMOHHOIO 0becnevyeHnss peanusauum rocyaapCTBEHHON NMOMUTUKN
Poccwuiickon depepaumu;

K) HeWTpanusauus MH(OPMAaLMOHHOINO BO3AEWCTBUS, HArMpaBli€HHOr0 Ha pasMbiBaHME TPagULMOHHBIX
POCCUNCKNX OYXOBHO-HPABCTBEHHbLIX LIEHHOCTEN.

24. CTtparermyeckumun Uensmmn obecrneyeHnss MHpopMaumnoHHoNn 6e30nacHOCTM B 3KOHOMWYECKOW cdepe
ABNAOTCA CBEAEHVME K MWHUMArbHO BO3MOXHOMY YPOBHIO BMWSHWUS HeratMBHbIX (DAKTOPOB, OBYCMOBMEHHbIX
HeJOCTaTOYHbIM YPOBHEM pPa3BUTUS OTEYECTBEHHOM OTpacnm WHEMOPMALUMOHHLIX TEXHOMOMMA U 3MEKTPOHHON
NMPOMBILLITIEHHOCTU, pa3paboTka N NpoM3BOACTBO KOHKYPEHTOCNOCOOHbLIX CpeacTB obecneyeHns MHOPMaLMOHHON
fGe3onacHoCcTN, a Takke MOoBbllEHNE OOBEMOB W KayecTBa oOkasaHus ycnyr B obnactu obecneyeHus
MHopmaLmnoHHOM 6e30MacHOCTH.

25. OCHOBHbIMM HanpasreHnsiMn obecnevyeHns NHPOPMaLNOHHOM 6e30nacHOCTM B 9KOHOMUYECKOW cdepe
ABNSATCA:

a) MHHOBAUMOHHOE pasBMTWE OTPacnn MHAPOPMALMOHHBIX TEXHOMOMMIN N 3NEKTPOHHOW MPOMBILLIIEHHOCTH,
yBENMYeHne A0nv NPOAYKLMN 3TOW OTpaciv B BariOBOM BHYTPEHHEM MPOAYKTE, B CTPYKTYpe 3KCMopTa CTpaHbl;

0) nuKBMOauUMs 3aBUCMMOCTM OTEYECTBEHHOW MPOMBILIIEHHOCTM OT 3apy0eXHbIX MH(OPMALNOHHBIX
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TexHonornni n cpencts obecneyeHnss MHPOPMaLMOHHON 6e30NacHOCTM 3a CYeT CO34aHus, PasBUTUS U LUMPOKOro
BHEOPEHMSA OTEYECTBEHHbIX pa3paboTok, a Takke NPOM3BOACTBA MPOAYKLNM U OKa3aHWs YCIyr Ha X OCHOBE;

B) NOBbILLEHWNE KOHKYPEHTOCMOCOOHOCTN POCCUIACKMX KOMMaHWUIA, OCYLLECTBNSIOLLMX AEATENBHOCTbL B OTpacnm
NHGOPMALIMOHHBIX TEXHOMOMMIA U 3NEKTPOHHOM MPOMBILLSIEHHOCTH, pa3paboTky, NPOM3BOLCTBO M 3KCMyaTauuto
cpencte obecneyeHnss UHAOPMaUMOHHOM 6e30nacHOCTM, OKasbiBalOLWMX ycnyru B obnactm obecnedeHust
MHOPMaLMOHHOM 6e30nacHOCT, B TOM YMCIe 3a CYET CO34aHWsi GraronpusATHBLIX YCNOBUI AN OCYLLECTBIEHUS
neaTtenbHOCTM Ha Tepputopun Poccuiickon ®epepaumu;

r) pasBUTME OTEYECTBEHHOW KOHKYPEHTOCMOCOOHOW 3NEeKTPOHHOM KOMMOHEHTHOM 0a3bl M TEXHOMOorunn
NpOM3BOACTBA 3MEKTPOHHbLIX KOMMOHEHTOB, 0becneyeHne NOTPeBHOCTM BHYTPEHHENO pbiHKA B TaKOW NPOAYKUMK U
BbIXO4a 3TOW NPOAYKLUMMA HA MUPOBOI PbIHOK.

26. CtpaTermyeckon Lenblo obecneyeHns MHHopmaumnoHHo 6e3onacHoCTK B 06n1acTy Haykn, TEXHOMOMMI 1
obpa3oBaHus sABRsieTCs noagepXkka WHHOBALMOHHOTO W YCKOPEHHOro pasBUTMS CUCTEMbl  obecneveHus
NMHGOPMaLMOHHOM 6e3onacHOCTU, OTPACcN NHAOPMALIMOHHBIX TEXHOMOTNA U 3NEKTPOHHOM NMPOMbILLIEHHOCTY.

27. OCHOBHbIMM HanpaeneHusmMn obecneyeHnsi MHOPMaLUMOHHOM 6e3onacHoOCTM B 00nactu  Haykw,
TEeXHoNoruni n obpasoBaHNs ABMAIOTCS:

a) [OCTWKEHWE KOHKYPEHTOCMOCOOHOCTU POCCUACKUX MHMOPMALMOHHBLIX TEXHOMOIMA U pasBUTUE
Hay4YHO-TEXHMYECKOro NoTeHumnana B obnactn obecneveHmsa MHopmaLMoHHOM 6e30nacHoOCTY;

6) co3gaHne n BHeppeHne UHAOPMALMOHHBIX TEXHOMOMMIA, U3Ha4YanbHO YCTOMYMBLIX K PasfvyHbIM BugaMm
BO3ENCTBUS;

B) MPOBEAEHWE HAYYHbIX WCCNEAOBAHUA W OCYLLECTBIIEHME OMbITHbIX pa3paboTok B UENsiX co3daHus
nepcneKkTUBHbLIX MHPOPMALIMOHHBIX TEXHOMOrMN N CpeacTB obecnedeHns nHpopmaunoHHom 6e3onacHoCTy;

r) pasBuTMe KagpoBOro mnoTeHuuana B obnactm obecneyeHns WHGOpMaUMOHHON Ge3onacHOCTU WU
NpUMEHEHUST HHPOPMALIMOHHBIX TEXHOMOTUN;

4) obecneyeHne 3alLMLLEHHOCTU rpaXaaH OT MHOPMALIMOHHbIX YrPo3, B TOM YKCre 3a cHeT hOpMUPOBaHNSA
KynbTypbl IMYHON MHPOPMALMOHHOM Be30nacHOCTH.

28. Ctpartermndeckon uenbto obecneyeHnss nHGPOpPMaLMOHHOM 6e3onacHOCTM B obractu CTpaTernvyeckon
CTabunbHOCTM M paBHOMPABHOIO CTpPaTErnMyeckoro NapTHEPCTBa SBNSAETCH POPMUPOBAHNE YCTOMUYMBON CUCTEMBI
HEKOH(IUKTHBIX MEXIOCY4apCTBEHHbLIX OTHOLLUEHUIA B UHOPMALIMOHHOM MPOCTPaHCTBeE.

29. OcHOBHbIMM  HanpaeneHusaMuM obecneyeHnss MHGOPMAaLMOHHOM  6Ge3onacHocTM B obnactm
cTpaTternyeckon ctabunbHOCTU N PaBHOMPABHOIO CTpaTerMyeckoro NnapTHepPCTBa ABNSAOTCS:

a) s3awmTta cyeepeHuteTa Poccuiickon Pepepaumm B MHPOPMALMOHHOM MPOCTPAHCTBE MNOCPEACTBOM
OCYLLIECTBMNEHNS CaMOCTOATENbHOW M HE3aBWCUMOW MOMUTUKK, HanpasleHHOW Ha peanu3auuio HaLWoHanbHbIX
WMHTEPECOB B MHopMaLmMoHHON cdepe;

0) yyactme B  (OOPMMPOBAHUM  CUCTEMbI  MEXAYHAPOAHOW  MHGOPMAaLMOHHOM  6e30MacHOCTMH,
obecneunBarowiern adEKTMBHOE NPOTUBOLAENCTBME  WUCMOSMb30BAHMIO  MH(POPMALUMOHHBLIX  TEXHOMOMMA B
BOEHHO-MOMUTUYECKNX Lensx, MNpOoTUBOpeYalLMX MeXOyHapoAHOMY MpaBy, a Takke B TeppopUCTUYECKMX,
AKCTPEMUCTCKMX, KPUMUHANBHbBIX M UHBIX MPOTUBOMNPAaBHbIX LEeNsX;

B) co3faHve MeXOyHapOoO4HO-NPaBOBbIX MEXaHW3MOB, Y4YMTbIBAOWUX Cheunduky MHGOPMaLNOHHbIX
TEXHOMOMMW, B UenaxX npegoTBpalleHnss W YyperynmpoBaHUA  MEXroCydapCTBEHHbIX — KOH(WKTOB B
MHGOPMALIMOHHOM MPOCTPAHCTBE;

r) NPOABMXXEHME B paMKax AesiTENbHOCTU MeXOyHapoOHbIX opraHusaumi nosmumm Poccuiickon ®epepaumu,
npegycmaTpuBaiowen  obecnedeHMe  paBHOMPaABHOMO U B3aMMOBBIFOAHOrO  COTpyAHUYEeCTBa  BCeEX
3aMHTEPEeCOBaHHbIX CTOPOH B MHPOPMaLMOHHON cdepe;

4) pa3BMTNE HaLMOHANbHOW CUCTEMBI YNPaBIIEHNSI POCCUNCKMM CerMeHToM ceTun "MHTepHeT".

V. OpraH13aumnoHHbIe OCHOBbI 0becneYyeHuns
MH(popMaLMOHHOM Be3onacHOCTU

30. Cuctema obecneyeHuss MHGOpPMaLNOHHON 6e30MacHOCTM SABMSAETCA YacTbl0 CUCTEMbI ObOecrneyeHust
HauunoHanbHon 6e3onacHocTn Poccuiickon depepaumn.

Ob6ecneveHne MHPOPMALMOHHONW 6Ee30MNacHOCTM OCYLLECTBIISIETCA HA OCHOBE COYETaHMS 3aKOHOAATENbHON,
NpaBOMPUMEHUTENBHON, MNPaBOOXPaHUTENbHOW, CyAeOHOW, KOHTPOMbHOW W  Apyrnx ¢opM OesaTenbHOCTU
rocygapCTBEHHbIX OPraHoB BO B3aUMOAEWCTBUM C OpraHamm MECTHOIO CaMOYMpaBIiEHUsl, OpraHu3auusamMn u
rpaxxgaHamu.

31. Cuctema obecneyeHnsas WnHGOPMALMOHHON ©e30MacHOCTU CTPOUTCSI Ha OCHOBE pasrpaHnyeHus
MOMMHOMOYMIA OpPraHOB 3aKOHOOATENbHOW, WCMONMHUTENBbHOW K cyaebHoM Bractu B AaHHOW cdepe C y4yeToMm
NpeaMeToB BeAeHus edepanbHbiX OpraHoB rOCYAapCTBEHHOW BMAacTWM, OPraHOB TOCYyAapCTBEHHOW BriacTtu

KOHcyanaHTI'Imoc www.consultant.ru CtpaHmua 7 13 9

HageXHas npaBoBasi nogaepxka



Yka3 NpesugeHta P® o1 05.12.2016 N 646
"O6 yTBepxaeHmun JokTpuHbl MHdOpPMaLMOoHHON 6e3onacHocTu Poccuinckon
depepauyumn”

HokymeHT npegocTtaeneH KoHcynbTaHTl 1noc
Oata coxpaHenus: 08.06.2017

cybvektoB Poccuiickon ®Pegepauun, a Takke OpraHoB MECTHOrO CamoynpaBfieHus, ornpegensieMbixX
3akoHogaTtenbcTBOM Poccuiickon denepaumm B obractn obecneveHnss 6e3onacHoCcT.

32. CocraB cuctembl obecrnedeHuss uHdOpMaUMoHHON ©Oe3onacHocTn onpegensetca [pe3avgeHTom
Poccuickon ®egepaumu.

33. OpraHusaLoHHY OCHOBY cucTeMbl obecnedeHmns MHpopMaunoHHom 6e3onacHocTu cocTaensoT: CoBeT
®epepaunn PepepancHoro CobpaHusa Poccuiickon Pepepauun, [ocyaapctBeHHas [dyma ®PepeparnbHoro
Cobpanus Poccuickon ®enepauum, MNpaeutenscteo Poccuiickon ®Pepepaummn, CoseT besonacHoctn Poccuiickom
depepaummn, cdenepanbHble opraHbl UCMOMHUTENbHOW Bnactv, LleHTpanbHbil 6aHk Poccuiickon Pepepauun,
BoeHHo-npombilwneHHas komuccust Poccuiickon depepaumn, MEXBELOMCTBEHHbIE OpraHbl, CO3[4aBaeMble
MpesngeHtom Poccuiickon depepaumm n lMNMpaButensctesomMm Poccuiickon depepauumm, opraHbl UCMOSHUTENBHON
BnacTM cybbekToB Poccuiickon depepauun, opraHbl MECTHOTO CaMmoyrpaBlieHusi, opraHbl cygebHol BnacTw,
npvHUMatoLmMe B COOTBETCTBMM C 3akoHogaTenbcTBOM Poccuiickor Pegepaummn ydactve B pelleHun 3agad no
obecneyeHnto MHpopMaLnoHHOM 6e30MacHOCTH.

YyacTHMKaMu cuctembl obecnedeHnst MHpopMaLNOHHOM 6e30nacHOCTM ABNSAOTCS: COOCTBEHHMKN OOBHEKTOB
KPUTUYECKON MHPOPMALMOHHON MHPPaCTPYKTYpbl U OpraHM3aumm, 3KCnyaTupylolme Takme o0bekTbl, CpeacTea
MacCOBOW MHPOPMAaLMN U MACCOBbIX KOMMYHUKaLMA, OpraHn3aLmMmn eHeXHO-KpeauTHON, BantoTHOM, 6aHKOBCKON U
MHbIX cdep (MHAHCOBOrO pbliHKA, OMepaTopbl CBA3W, onepaTopbl MH(POPMALMOHHBLIX CUCTEM, OpraHuM3auuu,
OCYLLECTBNSAIOLINE AEATENbHOCTL MO CO34aHMI0 U 3KCMnyaTauum MHAOPMALMOHHBLIX CUCTEM U CETel CBsS3W, Mo
pa3paboTke, MNPOM3BOACTBY W 3Kcnnyatauum cpenctB obecneveHus uHGOpMaumMoHHoW 6e3onacHocTv, no
okasaHuo ycnyr B obnactu obecnedeHnss MHOPMaUUOHHOM 6e30nacHOCTM, OpraHusaumm, OCyLecTBrsoLne
obpasoBaTenbHyl0 OeATeNnbHOCTb B [aHHOW obnactv, obliecTBeHHble OObeAMHEHUS, WHbIe OpraHus3auumn u
rpaxgaHe, KOTOpble B COOTBETCTBUUN C 3aKkoHOA4aTenbCTBOM Poccuickon denepauum y4acTBylOT B pelleHm 3agad
no obecneyvyeHunto MHpopmaLMoHHON 6Ge3onacHOCTH.

34. [eAatenbHOCTb rocydapCTBEHHbIX OpraHoB Mo obecneyeHuto UMHMopMaunoHHoM 6Ge3onacHoCcTr
OCHOBbIBaAeTCS Ha cnegyrowmnx npuHUMnax:

a) 3aKOHHOCTb OOLLECTBEHHbIX OTHOLEHUA B WH(MOPMAUMOHHOM cdepe M MNpaBoBOE PaBEHCTBO BCEX
YYaCTHUKOB Takmx OTHOLUEHWI, OCHOBaHHbIE Ha KOHCTUTYLMOHHOM MpaBe rpaxgaH cBOGOOHO ucKkaTb, nony4aTb,
nepeaaBaTb, MPOM3BOANTL U PacnpoCTPaHsATb MHOPMaLMIO NoObIM 3aKOHHBIM CNOCOOOM;

0) KOHCTPYKTMBHOE B3aMMOLEWNCTBUE rOCY[APCTBEHHbLIX OPraHoOB, OpraHuM3auun U rpaxgaH npu pelleHum
3apad no obecneyeHno NHOOpPMaLMOHHON 6e30MacHOCTH;

B) cobniogeHne ©OanaHca Mexagy noTpebHOCTb rpaxkaaH B CBOOOAHOM 0OMeHe WHopmaumen wu
OrpaHN4YEHUSMHN, CBA3AHHBIMU C HEoBXooMMOCTbIO obecnedeHns HauuoHarnbHon Ge3onacHoCcTW, B TOM 4Yucre B
NMHpopmaumoHHom cdepe;

r) OOCTaTOYHOCTb CUN U cpeacTB obecnedeHns nHopmaunoHHoM 6e3onacHoCTW, onpedensemas B TOM
yucrne NnocpeacTBOM MNOCTOSHHOMO OCYLLECTBEHUS MOHUTOPUHIA MHAPOPMALIMOHHBIX YIPO3;

4) cobrnirogeHne obLenpusHaHHbIX NMPUHLUMOB Y HOPM MeXOYyHapO4HOro npasa, MexayHapoaHbIX 4OroBOpOB
Poccuinckon ®eagepaumm, a Takke 3akoHogaTenbcTBa Poccuickon deaepaumn.

35. 3agayamun rocygapCTBEHHbIX OpPraHoB B pamkax OesTernbHOCTM no obecneyeHunto MHAOPMAaLMOHHOM
BesonacHoCTu ABNAOTCA:

a) obecneveHne 3alnThbl NpaB U 3aKOHHbIX UHTEPECOB rpaXaaH 1 opraHmMsauunin B HGPOpMaLMOHHON cdepe;

©) oOueHka COCTOsiHMS  MH(popmMaumoHHOM  Ge3onacHOCTW,  MPOrHO3MpoBaHME W OBHapyXeHue
WMHGOPMALIMOHHBIX Yrpo3, onpedeneHve MNpUOPUTETHBIX HamnpaBneHun WX npegoTBpalleHus ¥ nvKeMaauum
NOCNeacTBMIN NX NPOSBIIEHNS;

B) nNraHupoBaHMe, OCYLLEeCTBMEHME U OUeHKa 3(EKTMBHOCTM KOMMNekca mep Mo obecnevyeHuo
MHopmaLnoHHoM 6e30nacHOCTY;

r) opraHusauus OesTeNbHOCTM W KOOPAMHAUWUs B3aumMogencTBus cun obecrnevyeHuss MHGOopMaunoHHOM
6esonacHocTy, COBEpPLUEHCTBOBaHWE WX  NPaBOBOIO, OpraHn3aLMoHHOrO0, onepaTMBHO-Pa3bICKHOTO,
pa3BeabiBaTENbHOIMO,  KOHTPpas3BedblBaTENbHOIO,  Hay4YHO-TEXHWYECKOro,  MHAOPMAaLMOHHO-aHaNUTUYECKOTO,
KaZpOBOro N 3KOHOMMNYECKOro obecneveHus;

4) BblpaboTka K peanu3auMs Mep roCydapCTBEHHOW MOAAEPXKMA OpraHusauun, OCyLLEeCTBASHOLLMX
OesaTenbHOCTb Mo  pas3paboTke, MPOM3BOACTBY M 3KCMnyaTaumm cpeacts obecneveHnss MHEGOPMAaLMOHHON
BGe3onacHocTn, MO oOkasaHuo ycrnyr B obnactm obecnevyeHnss MHOPMaLMOHHOM ©Ge3onacHoCcTU, a Takke
opraHu3aumi, oCyLLEeCTBAIOWNX 0Opa3oBaTerbHy0 AeATENbHOCTb B JaHHOW obnacTu.

36. 3agayamu rocygapCTBEHHbIX OPraHOB B paMKax AeATENbHOCTU MO PasBUTMIO U COBEPLLUEHCTBOBAHMIO
cucTeMbl obecnevyeHns MHpopMaunoHHOW 6e30MacHOCTU ABNSATCS:

a) YKpenrneHue BepTMKanuM YMpaBreHns W UeHTpanu3aumss cun obecneyeHns MHGOPMALMOHHON
B6e3onacHocTn Ha dedeparnbHOM, MEXPErnoHanbHOM, PErvoHaribHOM, MYHMUMMNANbHOM YPOBHSIX, @ Takke Ha
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YypOBHE 00BEKTOB MHhOpMaTM3aL/MK, OnepaTopoB MHPOPMALIMOHHbBIX CUCTEM U CETEN CBA3M;

6) coBeplLleHCTBOBaHME OPM W METOAOB B3aumoaencTBust cun  obecneyeHuss UHADOPMALMOHHOWN
6e30nacHOCTM B LLeNsiX NOBbILUEHUS] X FTOTOBHOCTM K MPOTMBOAENCTBUIO MH(POPMALMOHHBIM Yrpo3am, B TOM Yucre
nyTem perynspHoro npoBeAeHUs TPEHNPOBOK (YYEHWUN);

B)  COBEpLUEHCTBOBaHME  MHPOPMALMOHHO-aHANUTUYECKMX M Hay4YHO-TEXHWYECKUX  acrekToB
dyHKUMOHMPOBaHUA cucTembl obecneveHms MHPOPMaLMOHHON 6e3onacHOCTY;

r) noBblleHne 3PPEKTUBHOCTA B3aUMOAENCTBUS TOCYAAPCTBEHHbIX OpraHoB, OpPraHoB MEeCTHOro
CaMOynpaBrieHWsl, OpraHmMsauMn W rpaxgaH npu peweHun 3agad no obecneyeHnto MHEGOPMaLMOHHOWN
6e3onacHocTy.

37. Peanuzauma Hactosdwen [OKTpUHbI OCYLLECTBNSETCA Ha OCHOBE OTpacreBblX [OKYMEHTOB
cTpaTermyeckoro nnaHupoBaHus Poccuiickon ®epepauun. B uensx aktyanusaumm Takmx OokymeHToB CoBeToMm
BesonacHoctn Poccuiickonn Pefepaumm onpefensieTcsi nepeveHb NPUOPUTETHBIX HamnpasreHun obecneveHus
MHOpPMaLMOHHON ©e30nNacHOCTM Ha CPEeLHECPOYHYH MNEepCrneKkTMBy C YYETOM MOMOXEHWI CTpaTern4eckoro
nporHo3a Poccuiickon ®epeparmu.

38. PesynbTaTbl MOHWTOpPWHra peanusauuv Hactosien [OKTpWHbI OTpaXKalTCs B €XEerogHoM Ooknage
Cekpetapsa Coeta besonacHoctn Poccuiickon ®epepaummn lNpesmaeHty Poccuiickon ®enepauum 0 COCTOSIHUM
HauunoHanbHo 6e30MacHOCTM N Mepax No ee YKPENNeHMIO.
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